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ü Pe baza modelŁrii prezentate în lucrŁri anterioare a sistemelor energetice ca fiind  

sisteme complexe, care în forma lor optimŁ sunt autoreglabile, cu reacἪii de 

tip  cibernetic multidimensional (hypercibernetic) si dezvoltate fractalic  pe 

diverse niveluri,  se considerŁ transformŁrile lor Ἠi implicaἪiile acestora. 

 

ü Se definesc parametrii  minimali  ce caracterizeazŁ aceste transformŁri, ca Ἠi 

parametrul  ce indicŁ direcἪia acestora, precum Ἠi conexiunea acestora cu 

noἪiunea de risc. EvaluŁrile diverselor stŁri Ἠi transformŁri ale sistemelor 

energetice cuprind nu numai sussele, ci Ἠi reteau dependenta de acestea, pâna 

la utilizatori  Ἠi feedbackul acestora. 

 

ü Aceste transformari  Ἠi provocŁri sunt evaluate din perspectiva implicaἪiilor 

lor, context în care se utilizeazŁ noἪiunea de risc. Întrucât noἪiunea de risc are 

accepἪiuni diverse se precizeazŁ acceptiunea consideratŁ in aceste evaluŁri Ἠi se 

fac referinἪe la posibilele abordŁri în ceea ce priveἨte definiἪia de risc abordatŁ. 
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B. METODE  

 
      B1 ï METODE CURENTE ñTRADITIONALEò 

      B2 ï METODE ANALIZE DE RISC ï EXTENSII CAS  

      B3 ï METODE ANALIZE DE IMPACT CE  

      B4  - GENERALIZARI METODE NOI - CATS 
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A.INTRODUCERE  
Å Sistemele de energie ca sisteme ale 

intregului  

Å Sistemele de energie in contextul 

riscurilor  civilizatiei  

Å Sisteme de energie si riscurile  asociate 
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Kardashev / Sagan scale civilization levels 
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Å Sisteme de energie si riscurile  asociate 
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B1 ANALIZE DE RISC - METODE EXISTENTE  

ñTRADITIONALEò 
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Plant reaction on IE 
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Plant reaction 
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Damage due to IE 

No feedback (I&C, HE etc) 

Transfer 
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OUTPUT 

INPUT 
OUTPUT 

INPUT 

Lrisk   

corrected Lrisk   

NPP as a cybernetic risk producing machine 

Case II Case I 

Case I ï Plant response similar for various types and frequencies  of 

challenges 

Case II ï Plant response adapted to the type & frequencies of challenges 

I&C, HE etc  
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A CAS model leads to the problem of building a sigma algebra for a risk model. If we consider the sigma algebras defined as in the figure, then a norm may be defined, and 

the norm used is usually called risk. This model corresponds to the level of physical interfaces of the CAS (CAS level 1) The methods to find a solution complying with the Pareto 

type limits leads to faster, easier to model and less work intensive models in case that integrated PRA tools are used, as defined in the other previous communicated results, which 

are mainly based on the use of a series of logical switches for a single unique model. 

PRA is a 3 S method: Systemic, Structured and Systematic 
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CAS potentially described by hierarchical 
systems theory and the basis for 
decisions is done using Risk Data Base 
capable to support living changes and 
continuous use. 
The methodology has to be compliant 
with a set of requirements, which assure 
its adequacy for Risk Informed Decisions. 
One main starting point is to consider 
the risk as a norm for hierarchical 
systems 

For such tasks the objectives defined 
have to comply with a Pareto type curve 

Some important methodological aspects 
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The solutions of optimization for objective functions complying with a Pareto type of 
limit is of type A or of type B (if the limitations are considered in the optimizations 

process), where 1 or 2 relate to bi or 3 dimensional representation. 

B1 

A1 

A1 

A2 B2 
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ü If the decision is aimed at evaluating high foreseen risk 

situations above the acceptable limits, then the deterministic 

pessimistic statements will lead to the most conservative 

decision, even if that will happen under less credibility than for 

the probabilistic ones. But by other reasons than technical ones, 

the deterministic based decisions could be expected. 

 

üIf the decision is aimed at evaluating high or moderate 

foreseen risk situations below the acceptable limits, then there 

will be no difference between the very pessimistic way of 

thinking, an optimistic one or a probabilistic one except the fact 

that the probabilistic one will have more credibility, which could 

make it the most probable choice for the decision.  

 

üIf the decision is aimed at evaluating low and very low 

foreseen risk situations below the acceptable limits, then it will 

be based on the probabilistic approach, giving the fact that it 

generates the most conservative results with highest credibility.  

Evaluation of risk impact using extensive sensitivity cases is one 

of the key issues to support the probabilistic type of thinking and 

its more extensive use in decision process. This is integrated in 

the verification and validation process, of which independent 

review and benchmarking play a very important role in 

confirming the truth value of probabilistic statements.  
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 B 2   ANALIZE DE RISC  

 

METODE DIN ANALIZE DE RISC EXTENSII - CAS 
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Å In  other words autopoiesis means "self-production"  (self-creation or production) 

and expresses a fundamental complementarity between structure and function.  

Å An autopoietic machine is a machine organized (defined as a unity)  as a network 

of processes of production (transformation and destruction) of components 

which: 
ï through their interactions and transformations continuously regenerate and realize 

the network of processes (relations) that produced them;  

ï and constitute it  (the machine) as a concrete unity  in space in which they (the 

components) exist by specifying the topological domain of its realization as such a 

network. 

CAS coevolution is being performed at three levels                                                                                      
ω (Bio) Physical level ς at the level of the physical part of the system components and structure 
ω (Bio) Social level ς at the level of the system interface with society and other system defined as environment 
ω Mythicosocial level ς at the level of concept, objectives and general philosophical interpretation of the CAS 
issues 

Complex Apoietic Systems (CAS) 
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  Complex Systems (CS) are systems with specific features  

1 

The system is characterized by the fact that the interrelations between its elements/components create a  

synergetic effect, which actually makes the system unique. The interactions are of  short distance between  

elements or of long distance (in space  and time) 

2 
The existing relationships in a CS a defined by the existence of feedback loops, which results in a dynamic  

system structure, with  constant nonlinear interfaces. 

3 CS are interacting with  the environment, being open to the exchange of energy and information . 

4 

No part  of a CS can contain the whole and therefore no part  can assure the control of the whole CS. This  

could lead to specific tools for controlling it, like for instance distributed control, hierarchical control and/or  

external to the CS unitary  control. However 

5 
CS elements are CS themselves and are highly adaptive, which introduces another difficulty  in the choice of  

the modelling tools. 

6 

CS have a historical hysteresis characteristic, in the sense that they have a history and that leads to an effect  

known as ñthe  butterfly  effectò, i.e. a small change in time and space will  impact on the future history of the  

whole CS or to a completely  different  component that the one that had the initial  change. However, even if   

the interrelations of the components are  nonlinear they comply with  the cause and effects law in this specific  

manner. The concept of linearity  and nonlinearity  apply to the models defined for CS and it  is one of the  

important  modelling issues. 

7 
CS have boundaries difficult  to define, which has a high impact on the content of their models and their own  

changing  dynamics and flexibility .   
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Complex Apoietic Systems (CAS)  

were introduced by the works of (Maturana 1980)   
They have the specific features additionally to the generic CS ones, sometimes refining the generic CS features. CAS are systems, for 

which an autopoietic mechanism can be defined, leading to the system possibility not only to self regulate, but also to recreate 

itself, as follows 

1 The system boundaries have to be clearly defined at any moment in time 

2 The system has to have components, being themselves CS 

3 The cause ï effect law interactions have to be operable. 

4 The system boundaries have to be self produced by the system, as well as  

5 The system components 

6 

The rest of the components should be also be able for most of them to be  

self  produced by the system 
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Model requests for CAS Risk 

1 
The model has to be developed on a basis of risk as a multiple  yet convergent in a 3+1 hierarchical  

system, where 1 indicates the feedback loop.  

2 The risk measures have to be defined with  various norms: classical, considering uncertainty etc 

3 
Implementation of meaningful use of the risk notion for decisions has to be based not only on risk- 

benefit  approach, but also on considering various goals adopted by various partners 

4 The risk theory has to be based on developing a model on the hierarchical system norm approach 

5 A set of rules has to be defined for the use of model by various categories of users 

6 The objective and subjective models have to be defined in the model in a non conflicting method 

7 
Scenarios with  catastrophic failure  of the whole theory behind the base line of the model have to be  

considered  and defined. 
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Requirements to the method - Risk Analysis 

1 To be systemic, systematic and structured 

2 

To be able to define structures of dynamic cybernetic interrelations between components with random character  

of challenges combined with intentional  challenges and to solve nonlinear dynamic models, by defining what  

linearity means for a  CAS 

3 
To define the system as a whole, as being a result of the synergetic interfaces of its components and to define  

also the CAS interface with  the environment 

4 

To have a solution for the system control (like for instance distributed control, hierarchical control and/or  

external to the CS unitary control) and system management based on predefined objectives, as for instance  

energy/substance balance or risk impact. Definition of objective functions for CAS like energy  balance,  

information balance, system safety or security, system risk metrics etc. is very important and needs tested  

and/or testable methods directly or by benchmark exercises. 

5 
To have a model and adequate method to solve the specifics of the causeïeffect issue for a CAS, which is an  

aspect connected in its turn to others like definition of linearity, uncertainty and system structure modelling. 

6 
To be able to develop models and methods, which are dynamic themselves and with high flexibility  in defining  

initial and boundary  conditions. 
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PRA/PSA model Some important aspects  
Sample representation of the interconnection between various model layers and modules 
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B 3  ANALIZE DE RISC  

 

METODE DIN ANALIZE DE RISC ALE CE  
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CAS level 2,3 sample results    

Evaluation is done using risk metrics as defined for 

standardized PRA for a CAS level 1 against other 

weighting factors 

Main results including sensitivity calculations 

The important contribution to the final  conclusions of 

comparing contributors to risk of societal aspects, in 

all methods used for comparison 

 

The higher contribution of both security type of 

challenges (with and without barriers designed) by 

comparison with the internal safety aspects of a given 

energy source 

 

A very high potential for comparisons and better 

decision making support for more than one energy 

 source reviewed if   a CAS level2 and 3 is analyzed 

 

The versatility of the unique CAS levels 1, 2, 3 model 

 for more than one energy source for on-line (living 

multiple energy source and safety-security model in 

an integrated unique model) operation. This feature is 

extremely useful for the use of the method to support 

decision making. 

 

Very good possibilities of connecting the model with 

extended external risk related databases for on-line 

support to decision making process, a process which 

could be defined as ñLiving PRA for a CAS systemò.   
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B 4  ANALIZE DE RISC  

 

GENERALIZARI ALE MODELELOR DE RISC  

CAS / CATS 
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Principle 3: KP is asymptotically stable and complete. However the resultant final structure 
of this process, which is a CAS, may not be known by its detailed phenomenological 
characteristics, nor predicted, but rather known for its dominant syzygies. 
 The invariants are called syzygies and they are in the format described by (1) and (2) 
 
 
 
 
 
There are some specific generators (in the sense of syzygy theory) for a K(i) structure built 
for NES: 
Å Exergy (Ex) of a NES (defined as the maximum useful work possible during a process that 

brings the system into equilibrium with a heat reservoir), as a measure of the efficiency of 
an energy conversion process. This generator has some specific characteristics: 
Å It is conserved only when all processes of the system and the environment are 

reversible 
Å It is destroyed whenever an irreversible process occurs. 

Å Entropy in a thermodynamic (EnTh) interpretation as a measure of disorder 
Å Information entropy (EnI) (as a measure of knowledge limits themselves) 
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tǊƛƴŎƛǇƭŜ о όŎƻƴǘΩŘύ  
 
Å Synergy (Sy) as a measure of a resultant set of features for a NES appearing from the 

existence and interaction of all systems and subsystems, leading to a set of characteristics 
for the whole NES than exist in the sum of its parts 

Å Emergence (Em) from one level to another (in the example for NES presented from SQ to 
CSU) a process in which larger entities, patterns, and regularities arise through 
interactions among smaller or simpler entities that themselves do not exhibit such 
properties and evolve to new levels. 

Å Nonlinearity (even for simple systems) and/or complexity (NlnCx) of NES as sources of 
chaotic structure and behavior 

Å Features of CASτfractals type of structure (Fr) of NES and K(i) knowledge topological 
structures built for them. 
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The physical meaning of the dominating syzygies, defining the phase change of ES 
(NES and MMES) is that they are a triadic set of characteristics of the state of the 
ES/syzygies and are: 

Energy (E) 
Mass (m) 
9ƴǘǊƻǇȅ ό˕ύ 
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These are optimal descriptors of each ES states  where: 
Å E0, m0, ̞ 0 ςand E1

(k)
*i 1

(k)
; m1

(k)
*i 1

(k)
  ̞1

(k)
*i 1

(k)
 (Noted for the states 0 and 1) define 

the term called real energy/mass/entropy; examples of energy in such states are 
the energies perceived at Earth level by a human observer (including such as 
NES_Oklo), defining the Real Reality. 

Å indexes 2 and 3 the simple complex part (for the states 2 and 3); examples of states 
of this type are the paranormal phenomena, energies, information channels 
perceived by a human observer becoming part of the observed object, defining the 
Intuition Reality of the second level Realm (cosmic) and  

Å the rest of components are the hyper-complex part (for the states 4ς8); examples 
are states of paradoxical situations coming from other realities and totally 
unexplainable for a human observer, but managing them by enantiotropy feedback 
chain (entropy of states of the triadic ES) and they are our connection to the 
Universe Realm and diverse realities (Universes) ς A triadic set of syzygies defined 
the set of Realities 
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C. EXEMPLE ï STUDII DE CAZ  
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                                    Studii  de caz 

 

A.Intercompararea riscurilor  pentru diverse sisteme de 

energie (terestrŁ, în accepἪiunea curentŁ) Ἠi soluἪii de 

cŁutare cu unele exemple pentru asigurarea unei 

securitaŁἪi Ἠi rezilienἪe energetice locale/regionale 

 

B.Transformarile  unor sisteme de energie cu 

componente biologice la provocŁri externe (cazul 

COVID) 

 

C.Riscurile inovŁrii în sistemele energetice, cu exemple 

din domeniul nuclear 
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A.Intercompararea riscurilor pentru diverse sisteme 

de energie (terestrŁ, ´n accepἪiunea curentŁ) Ἠi 

soluἪii de cŁutare  

cu unele exemple pentru asigurarea unei securitŁἪi Ἠi 

rezilienἪe energetice locale/regionale si evaluari de risc in 

sisteme complexe 
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CAZ A1    SECURITATEA  ENERGETICA  

Å MODEL  CLASIC  si CAS  

Å METODE  1-3 
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Scenarii orientate spre asigurarea 

securitatii energetice-  

REZILIENTA / ROBUSTETEA  

 
Exprimata de exemplu prin capacitatea de a 

supravietui in regim apropiat de normal dupa 

orice fel de provocari 

 

sistemelor nationale, regionale 
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Map of Tools  Credibility - 
HIGH 

Simplicity
-LOW 

Qualitative 
Risk e.g. -
HAZOP, 
FMECA type 

Expert 
judgment type 

Conformity 
with real 
object - 
HIGH 

Credibility - 
LOW 

Simplicity
-High Deterministic/

analytical type 
or PIRT type  

Monte Carlo 

PRA type 

MCDA 

Theory of games 

Conformity 
with real 
object - 
HIGH 
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Conditii initiale  

Provocari/perturbari  

Modelul surselor si retelelor 
Interfete interne 
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CAZ A2   ANALIZE  RISC DIVERSE SISTEME  

     ENERGETICE  1 

Å MODEL  CLASIC  si CAS  

Å METODE  1-3 

 

 
 

 



Academia Romana 

Comitetul Român de Istoria si Filsofia ķtiinŞei ĸi Tehnicii (CRIFST) 

Divizia de Logica, Metodologie, Filozofia Stiintei (DLMFS) 

Simpozionul Despre riscuri ´n ĸtiinŞŁ ĸi tehnicŁ 19 mai 2022 

Despre sistemele de energie, transformarile ѽi riscurile lor, Dan Serbanescu, Inginer Fizician, Dr.ing energetica nucleara, secretar DLMFS  



Academia Romana 

Comitetul Român de Istoria si Filsofia ķtiinŞei ĸi Tehnicii (CRIFST) 

Divizia de Logica, Metodologie, Filozofia Stiintei (DLMFS) 

Simpozionul Despre riscuri ´n ĸtiinŞŁ ĸi tehnicŁ 19 mai 2022 

Despre sistemele de energie, transformarile ѽi riscurile lor, Dan Serbanescu, Inginer Fizician, Dr.ing energetica nucleara, secretar DLMFS  



Academia Romana 

Comitetul Român de Istoria si Filsofia ķtiinŞei ĸi Tehnicii (CRIFST) 

Divizia de Logica, Metodologie, Filozofia Stiintei (DLMFS) 

Simpozionul Despre riscuri ´n ĸtiinŞŁ ĸi tehnicŁ 19 mai 2022 

Despre sistemele de energie, transformarile ѽi riscurile lor, Dan Serbanescu, Inginer Fizician, Dr.ing energetica nucleara, secretar DLMFS  

CAZ A3   ANALIZE  RISC DIVERSE SISTEME  

     ENERGETICE  2 

Å MODEL  CLASIC  si CAS  

Å METODE  1-3 

 

 
 

 



Academia Romana 

Comitetul Român de Istoria si Filsofia ķtiinŞei ĸi Tehnicii (CRIFST) 

Divizia de Logica, Metodologie, Filozofia Stiintei (DLMFS) 

Simpozionul Despre riscuri ´n ĸtiinŞŁ ĸi tehnicŁ 19 mai 2022 

Despre sistemele de energie, transformarile ѽi riscurile lor, Dan Serbanescu, Inginer Fizician, Dr.ing energetica nucleara, secretar DLMFS  



Academia Romana 

Comitetul Român de Istoria si Filsofia ķtiinŞei ĸi Tehnicii (CRIFST) 

Divizia de Logica, Metodologie, Filozofia Stiintei (DLMFS) 

Simpozionul Despre riscuri ´n ĸtiinŞŁ ĸi tehnicŁ 19 mai 2022 

Despre sistemele de energie, transformarile ѽi riscurile lor, Dan Serbanescu, Inginer Fizician, Dr.ing energetica nucleara, secretar DLMFS  


